Integration
i I G Technologies Shared Responsibility Matrix
Group
Domain Name Level [Control Objective Assessment Objectives ITG 0SsC Description
AC Authorized Access Control 11 AC.L1-3.1.1 Limit mformatlo.n system access 'fo aufhorlzc.ed users, p.arocesses. acting on
behalf of authorized users or devices [including other information systems].
) ) ) . OSC provides the information for the user account and
AC Authorized Access Control L1 AC.L1-3.1.1[a] |authorized users are identified. X X i
we enter it/ user form
AC Authorized Access Control L1 AC.L1-3.1.1[b] [processes acting on behalf of authorized users are identified. X
AC Authorized Access Control L1 AC.L1-3.1.1[c] |devices (and other systems) authorized to connect to the system are identified. X
AC Authorized Access Control L1 AC.L1-3.1.1[d] |system accessis limited to authorized users. X
AC Authorized Access Control L1 AC.L1-3.1.1[e] [system accessis limited to processes acting on behalf of authorized users. X
AC Authorized Access Control L1 AC.L1-3.1.1[f] system access is limited to authorized devices (including other systems). X
AC Transaction & Function Control 11 AC.L1-3.1.2 Limit quormatlon system a.nccess to the types of transactions and functions that
authorized users are permitted to execute.
the types of transactions and functions that authorized users are permitted to
AC Transaction & Function Control L1 AC.L1-3.1.2[a] yP ) P X X
execute are defined.
) . system access is limited to the defined types of transactions and functions for
AC Transaction & Function Control L1 AC.L1-3.1.2[b] ) X X
authorized users.
AC Control CUI Flow L2 AC.L2-3.1.3 Control the flow of CUI in accordance with approved authorizations.
AC Control CUI Flow L2 AC.L2-3.1.3[a] |information flow control policies are defined. X
AC Control CUI Flow L2 AC.L2-3.1.3[b] |methods and enforcement mechanisms for controlling the flow of CUI are defined. X
designated sources and destinations (e.g., networks, individuals, and devices) for
AC Control CUI Flow L2 AC.L2-3.1.3[c] g o . (e ) . ) X
CUI'within the system and between interconnected systems are identified.
AC Control CUI Flow L2 AC.L2-3.1.3[d] [|authorizations for controlling the flow of CUI are defined. X
Selection of individuals is the clients responsibility.
AC Control CUI Flow L2 AC.L2-3.1.3[e] |approved authorizations for controlling the flow of CUI are enforced. . ) ) . P y
Implimenting the clients approvalsis ITG re
AC Separation of Duties 12 AC.L2-3.1.4 Se.parate the d.uties of individuals to reduce the risk of malevolent activity
without collusion.
AC Separation of Duties L2 AC.L2-3.1.4[a] |the duties of individuals requiring separation are defined. X
responsibilities for duties that require separation are assigned to separate
AC  |Separation of Duties L2 AC.L2-3.1.4[b] | P q P g P X
individuals.
. ) access privileges that enable individuals to exercise the duties that require
AC Separation of Duties L2 AC.L2-3.1.4[c] . o X
separation are granted to separate individuals.
AC Least Privilege 12 AC.L2-3.1.5 Employ The principle of least privilege, including for specific security functions
and privileged accounts.
AC Least Privilege L2 AC.L2-3.1.5[a] |privileged accounts are identified. X
access to privileged accounts is authorized in accordance with the principle of least
AC  |Least Privilege L2 AC.L2-3.15[p] |ccesstoprivies princip X
privilege.
AC Least Privilege L2 AC.L2-3.1.5[c] |security functions are identified. X
. access to security functions is authorized in accordance with the principle of least
AC Least Privilege L2 AC.L2-3.1.5[d] . X
privilege.
AC Non-Privileged Account Use L2 AC.L2-3.1.6 Use non-privileged accounts or roles when accessing nonsecurity functions.
AC Non-Privileged Account Use L2 AC.L2-3.1.6[a] [nonsecurity functions are identified. X
users are required to use non-privileged accounts or roles when accessin
AC  |Non-Privileged Account Use L2 AC.L2-3.1.6[b] fequired priviteg g X
nonsecurity functions.
p —orivil P : il P :
AC PrivilegedlFunictions 12 AC.L2-3.1.7 revent no'n privileged uset:s ro.m exe.cutmg privileged functions and capture
the execution of such functions in audit logs.
AC Privileged Functions L2 AC.L2-3.1.7[a] |privileged functions are defined. X
AC Privileged Functions L2 AC.L2-3.1.7[b] |non-privileged users are defined. X
AC Privileged Functions L2 AC.L2-3.1.7[c] |non-privileged users are prevented from executing privileged functions. X
AC Privileged Functions L2 AC.L2-3.1.7[d] [the execution of privileged functions is captured in audit logs. X
AC Unsuccessful Logon Attempts L2 AC.L2-3.1.8 Limit unsuccessful logon attempts.
AC Unsuccessful Logon Attempts L2 AC.L2-3.1.8[a] |the means of limiting unsuccessful logon attempts is defined.
AC Unsuccessful Logon Attempts L2 AC.L2-3.1.8[b] [the defined means of limiting unsuccessful logon attempts is implemented.
AC Privacy & Security Notices 12 AC.L2-3.1.9 Provide.p.rivacy and sc_ecurity notices consistent with applicable Controlled
Unclassified Information [CUI] rules.
rivacy and security notices required by CUI-specified rules are identified,
AC Privacy & Security Notices L2 AC.L2-3.1.9[a] P . y y ) .q y . P X
consistent, and associated with the specific CUl category.
AC Privacy & Security Notices L2 AC.L2-3.1.9[b] |privacy and security notices are displayed. X
ion lock with “hidi isol T P
AC Session Lock 12 AC.L2-3.1.10 Use session loc : wit ?atte.rrr iding displays to prevent access and viewing o
data after a period of inactivity.
AC Session Lock L2 AC.L2-3.1.10[a] [the period of inactivity after which the system initiates a session lock is defined. X
access to the system and viewing of data is prevented by initiating a session lock
AC  |Session Lock L2 AC.L2-3.1.10[b] € system and viewing P y g X
after the defined period of inactivity.
reviously visible information is concealed via a pattern-hiding display after the
AC  |Session Lock L2 AC.L2-3.1.10[¢] |PreViousy VIsIbie inform P gdispiay X
defined period of inactivity.
AC Session Termination L2 AC.L2-3.1.11 Terminate [automatically] user sessions after a defined condition.
AC Session Termination L2 AC.L2-3.1.11[a] [conditions requiring a user session to terminate are defined. X
a user session is automatically terminated after any of the defined conditions
AC  |Session Termination L2 AC.L2-3.1.11[b] y y X
occur.
AC Control Remote Access L2 AC.L2-3.1.12 Monitor and control remote access sessions.
AC Control Remote Access L2 AC.L2-3.1.12[a] |remote access sessions are permitted. X
AC Control Remote Access L2 AC.L2-3.1.12[b] [thetypes of permitted remote access are identified. X
AC Control Remote Access L2 AC.L2-3.1.12[c] [remote access sessions are controlled. X
AC Control Remote Access L2 AC.L2-3.1.12[d] |remote access sessions are monitored. X
AC Remote Access Confidentiality 12 AC.L2-3.1.13 Employ cry.ptographic mechanisms to protect the confidentiality of remote
access sessions.
cryptographic mechanisms to protect the confidentiality of remote access sessions
AC Remote Access Confidentiality L2 AC.L2-3.1.13[a] ry'? g p P Y X
are identified.
cryptographic mechanisms to protect the confidentiality of remote access sessions
AC  |Remote Access Confidentiality L2 AC.L2-3.1.13[p] |C"YPto8rap P y X
are implemented.
AC Remote Access Routing L2 AC.L2-3.1.14 Route remote access via managed access control points.
AC Remote Access Routing L2 AC.L2-3.1.14[a] |managed access control points are identified and implemented.
AC Remote Access Routing L2 AC.L2-3.1.14[b] [remote access is routed through managed network access control points.
Authori : £ orivil
AC Privileged Remote Access 12 AC.L2-3.1.15 ut c.mze remote. executlo.n of privileged commands and remote access to
security-relevant information.
AC Privileged Remote Access L2 AC.L2-3.1.15[a] [privileged commands authorized for remote execution are identified.
AC Privileged Remote Access L2 AC.L2-3.1.15[b] |security-relevant information authorized to be accessed remotely is identified.
the execution of the identified privileged commands via remote access is
AC Privileged Remote Access L2 AC.L2-3.1.15[c] i P g X
authorized.
access to the identified security-relevant information via remote access is
AC Privileged Remote Access L2 AC.L2-3.1.15[d] i y X
authorized.
AC Wireless Access Authorization L2 AC.L2-3.1.16 Authorize wireless access prior to allowing such connections.
AC Wireless Access Authorization L2 AC.L2-3.1.16[a] |wireless access points are identified. n//a
AC Wireless Access Authorization L2 AC.L2-3.1.16[b] [wireless access is authorized prior to allowing such connections. n//a
AC Wireless Access Protection L2 AC.L2-3.1.17 Protect wireless access using authentication and encryption.
AC Wireless Access Protection L2 AC.L2-3.1.17[a] |wireless access to the system is protected using authentication. n//a
AC Wireless Access Protection L2 AC.L2-3.1.17[b] [wireless access to the systemis protected using encryption. n//a
AC Mobile Device Connection L2 AC.L2-3.1.18 Control connection of mobile devices.
AC Mobile Device Connection L2 AC.L2-3.1.18[a] |mobile devices that process, store, or transmit CUI are identified. n//a
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AC Mobile Device Connection L2 AC.L2-3.1.18[b] [mobile device connections are authorized. n//a
AC Mobile Device Connection L2 AC.L2-3.1.18[c] |mobile device connections are monitored and logged. n//a
AC Encrypt CUI on Mobile L2 AC.L2-3.1.19 Encrypt CUI on mobile devices and mobile computing platforms.
mobile devices and mobile computing platforms that process, store, or transmit
AC  |Encrypt CUI on Mobile L2 AC.L2-3.1.19[a] OVICES putingp P n/a
CUl are identified.
encryption is employed to protect CUl on identified mobile devices and mobile
AC  |Encrypt CUI on Mobile L2 AC.L2-3.1.19[b] ypH ployedtop n/a
computing platforms.
Verif I/limi i f I inf i
AC External Connections L1 AC.L1-3.1.20 erify and control/limit connections to and use of external information
systems.
AC External Connections L1 AC.L1-3.1.20[a] |connections to external systems are identified. X
AC External Connections L1 AC.L1-3.1.20[b] [the use of external systems is identified. X
AC External Connections L1 AC.L1-3.1.20[c] |connections to external systems are verified. X
AC External Connections L1 AC.L1-3.1.20[d] |the use of external systems is verified. X
AC External Connections L1 AC.L1-3.1.20[e] |connections to external systems are controlled/limited. X
AC External Connections L1 AC.L1-3.1.20[f] |the use of external systems is controlled/limited. X
AC Portable Storage Use L2 AC.L2-3.1.21 Limit use of portable storage devices on external systems.
the use of portable storage devices containing CUl on external systems is identified
AC Portable Storage Use L2 AC.L2-3.1.21[a] P g g y X
and documented.
limits on the use of portable storage devices containing CUI on external systems are
AC Portable Storage Use L2 AC.L2-3.1.21[b] ) X
defined.
the use of portable storage devices containing CUIl on external systems is limited as
AC Portable Storage Use L2 AC.L2-3.1.21[c] ) P g g y X
defined.
AC Control Public Information 1 AC.L1-3.1.22 Control information posted or processed on publicly accessible information
systems.
. ) individuals authorized to post or process information on publicly accessible
AC Control Public Information L1 AC.L1-3.1.22[a] ) . X
systems are identified.
rocedures to ensure CUIl is not posted or processed on publicly accessible
AC  |Control Public Information L1 AC.L1-3.1.22[0] |° oensu P P PUBHCY X
systems are identified.
areview process is in place prior to posting of any content to publicly accessible
AC  |Control Public Information L1 AC.L1-3.1.22[c] P place priorto posting ot any PUBHCY X
systems.
content on publicly accessible systems is reviewed to ensure that it does not
AC  |Control Public Information L1 AC.L1-3.1.22[d] | PUBHCY y X
include CUI.
AC Control Public Information L1 AC.L1-3.1.22[e] [mechanisms are in place to remove and address improper posting of CUI. X
Ensure that managers, system administrators and users of organizational
AT Role-Based Risk Awareness 12 AT.L2-3.2.1 systems are ma.de aware.o.f the security risks associated with their activities.
and of the applicable policies, standards and procedures related to the security
of those systems.
AT Role-Based Risk Awareness L2 AT.L2-3.2.1[a] security risks associated with organizational activities involving CUI are identified. X X
olicies, standards, and procedures related to the security of the system are
AT Role-Based Risk Awareness L2 AT.L2-3.2.1[b] p o P y y X X
identified.
managers, systems administrators, and users of the system are made aware of the
AT Role-Based Risk Awareness L2 AT.L2-3.2.1[c] g . y ) ) ) L y X X
security risks associated with their activities.
managers, systems administrators, and users of the system are made aware of the
AT Role-Based Risk Awareness L2 AT.L2-3.2.1[d] applicable policies, standards, and procedures related to the security of the X X
system.
E h | i hei i inf i
AT Role-Based Training 12 AT.L2-3.2.2 nsur.e that personm.e are trained to. c.a'rlty out their assigned information
security- related duties and responsibilities.
AT Role-Based Training L2 AT.L2-3.2.2[a] information security-related duties, roles, and responsibilities are defined. X X
information security-related duties, roles, and responsibilities are assigned to ITG will write policies / OSC will implement within own
AT |Role-Based Training L2 AT.L2-3.2.2[b] ! y P g X X nwitep P
designated personnel. organization
. personnel are adequately trained to carry out their assigned information security-
AT Role-Based Training L2 AT.L2-3.2.2[c] ] N X X
related duties, roles, and responsibilities.
AT Insider Threat Awareness 12 AT.L2-3.2.3 !?ro.vnde secur_nty.awareness training on recognizing and reporting potential
indicators of insider threat.
AT Insider Threat Awareness L2 AT.L2-3.2.3[a] potential indicators associated with insider threats are identified. X X
security awareness training on recognizing and reporting potential indicators of
AT |Insider Threat Awareness L2 AT.L2-32.3[p] |ooouNy awarenesstraining Enizing and reporting p X X
insider threat is provided to managers and employees.
Create and retain system audit logs and records to the extent needed to enable
AU System Auditing L2 AU.L2-3.3.1 the monitoring, analysis, investigation and reporting of unlawful or
unauthorized system activity.
audit logs needed (i.e., event types to be logged) to enable the monitoring, analysis,
AU System Auditing L2 AU.L2-3.3.1[a] [investigation, and reporting of unlawful or unauthorized system activity are X
specified.
the content of audit records needed to support monitoring, analysis, investigation,
AU |System Auditing L2 AU.L2-3.3.1[b] , O sUpp oring, anaty g X
and reporting of unlawful or unauthorized system activity is defined.
AU System Auditing L2 AU.L2-3.3.1[c] [|auditrecords are created (generated). X
AU System Auditing L2 AU.L2-3.3.1[d] |audit records, once created, contain the defined content. X
AU System Auditing L2 AU.L2-3.3.1[e] |retention requirements for audit records are defined. X
AU System Auditing L2 AU.L2-3.3.1[f] auditrecords are retained as defined. X
E hat th i f individual iquel
AU User Accountability 12 AUL2-3.3.2 nsure that the actions of individual system users c?n be.unlque y traced to
those users so they can be held accountable for their actions.
. the content of the audit records needed to support the ability to uniquely trace
AU User Accountability L2 AU.L2-3.3.2[a] ) ) ) ) X
users to their actions is defined.
AU User Accountability L2 AU.L2-3.3.2[b] [|auditrecords, once created, contain the defined content. X
AU Event Review L2 AU.L2-3.3.3 Review and update logged events.
AU Event Review L2 AU.L2-3.3.3[a] |a process for determining when to review logged events is defined. X
event types being logged are reviewed in accordance with the defined review
AU |EventReview L2 AU.L2-3.3.3[b] vp glogs X
process.
AU Event Review L2 AU.L2-3.3.3[c] |eventtypes being logged are updated based on the review. X
AU Audit Failure Alerting L2 AU.L2-3.3.4 Alert in the event of an audit logging process failure.
ersonnel or roles to be alerted in the event of an audit logging process failure are
AU |Audit Failure Alerting L2 AU.L2-3.3.4[a] |PS™O" gengp X
identified.
AU Audit Failure Alerting L2 AU.L2-3.3.4[b] |types of audit logging process failures for which alert will be generated are defined. X
identified personnel or roles are alerted in the event of an audit logging process
AU Audit Failure Alerting L2 AU.L2-3.3.4[c] ) P geingp X
failure.
Correlate audit record review, analysis and reporting processes for
AU Audit Correlation L2 AU.L2-3.3.5 investigation and response to indications of unlawful, unauthorized, suspicious
or unusual activity.
audit record review, analysis, and reporting processes for investigation and
AU Audit Correlation L2 AU.L2-3.3.5[a] [response toindications of unlawful, unauthorized, suspicious, or unusual activity X X
are defined.
AU Audit Correlation L2 AU.L2-3.3.5[b] |defined audit record review, analysis, and reporting processes are correlated. X X
AU Reduction & Reporting 12 AUL2-3.3.6 Provide audit record reduction and report generation to support on-demand

analysis and reporting.
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AU Reduction & Reporting L2 AU.L2-3.3.6[a] |an audit record reduction capability that supports on-demand analysis is provided. X
AU Reduction & Reporting L2 AU.L2-3.3.6[b] |areport generation capability that supports on-demand reporting is provided. X
AU Authoritative Time Source 12 AUL2-3.3.7 Provide E_’ system capa.lblll.ty that compares and sYnchronlzes mternal. system
clocks with an authoritative source to generate time stamps for audit records.
AU Authoritative Time Source L2 AU.L2-3.3.7[a] |internal system clocks are used to generate time stamps for audit records. X
T an authoritative source with which to compare and synchronize internal system
AU Authoritative Time Source L2 AU.L2-3.3.7[b] ) o X
clocks is specified.
internal system clocks used to generate time stamps for audit records are
AU |Authoritative Time Source L2 AU.L2-3.3.7[c] y ttoge Stamps foraucit re X
compared to and synchronized with the specified authoritative time source.
AU Audit Protection 12 AU.L2-3.3.8 Prott.ac.t al..ldit informati.on and audit logging tools from unauthorized access,
modification and deletion.
AU Audit Protection L2 AU.L2-3.3.8[a] |auditinformationis protected from unauthorized access. X
AU Audit Protection L2 AU.L2-3.3.8[b] |auditinformationis protected from unauthorized modification. X
AU Audit Protection L2 AU.L2-3.3.8[c] [|auditinformation is protected from unauthorized deletion. X
AU Audit Protection L2 AU.L2-3.3.8[d] [audit logging tools are protected from unauthorized access. X
AU Audit Protection L2 AU.L2-3.3.8[e] |audit logging tools are protected from unauthorized modification. X
AU Audit Protection L2 AU.L2-3.3.8[f] audit logging tools are protected from unauthorized deletion. X
AU Audit Management 12 AUL2-3.3.9 |AU.L2-3.3.9 :lsr::z management of audit logging functionality to a subset of privileged
) a subset of privileged users granted access to manage audit logging functionality is
AU Audit Management L2 AU.L2-3.3.9[a] ] X
defined.
management of audit logging functionality is limited to the defined subset of
AU |Audit Management L2 AUL2-3.3.9[b] |Ton@8 geing y X
privileged users.
Establish and maintain baseline configurations and inventories of
cM System Baselining L2 CM.L2-3.4.1 organizational systems [including hardware, software, firmware and
documentation] throughout the respective system development life cycles.
CM System Baselining L2 CM.L2-3.4.1[a] [|a baseline configuration is established. X
. the baseline configuration includes hardware, software, firmware, and
CM System Baselining L2 CM.L2-3.4.1[b] ) X
documentation.
the baseline configuration is maintained (reviewed and updated) throughout the
CM System Baselining L2 CM.L2-3.4.1[c] g ) ( P ) g X
system development life cycle.
CM System Baselining L2 CM.L2-3.4.1[d] [a system inventory is established. X
CM System Baselining L2 CM.L2-3.4.1[e] [the system inventory includes hardware, software, firmware, and documentation. X
the inventory is maintained (reviewed and updated) throughout the system
CM  [System Baselining L2 CM.L2-3.4.1]f] V1S ( pdated) throug y X
development life cycle.
M Security Configuration Enforcement 12 CM.L2-3.4.2 Establish and enforce security c?nfigura.tion- settings for information
technology products employed in organizational systems.
security configuration settings for information technology products employed in the
CM Security Configuration Enforcement L2 CM.L2-3.4.2[a] y & ) g ) ) gy.p ] proy X
system are established and included in the baseline configuration.
security configuration settings for information technology products employed in the
CM Security Configuration Enforcement L2 CM.L2-3.4.2[b] y g g gyp Proy X
system are enforced.
Track, review, di dl h t izational
cM System Change Management 12 CM.L2-3.4.3 rack, review, approve or disapprove and log changes to organizationa
systems.
CM System Change Management L2 CM.L2-3.4.3[a] [changes to the system are tracked.
CM System Change Management L2 CM.L2-3.4.3[b] [changes tothe system are reviewed.
. ITG will record CRs, client will approve or dis approve
CM System Change Management L2 CM.L2-3.4.3[c] [changes to the system are approved or disapproved. X X L
CRs ,itg willimplement CRs
CM System Change Management L2 CM.L2-3.4.3[d] [changes to the system are logged. X
cM Security Impact Analysis L2 CM.L2-3.4.4 Analyze the security impact of changes prior to implementation.
CM Security Impact Analysis L2 CM.L2-3.4.4 the security impact of changes to the system is analyzed prior to implementation. X
Define, " f hysical logical icti
M e B O e 12 CM.L2-3.4.5 e |nfe docur.nent approve and e.n on.'ce physical and logical access restrictions
associated with changes to organizational systems.
CM Access Restrictions for Change L2 CM.L2-3.4.5[a] [physical access restrictions associated with changes to the system are defined. X
. physical access restrictions associated with changes to the system are
CM Access Restrictions for Change L2 CM.L2-3.4.5[b] X
documented.
CM Access Restrictions for Change L2 CM.L2-3.4.5[c] [physical access restrictions associated with changes to the system are approved. X
CM Access Restrictions for Change L2 CM.L2-3.4.5[d] [physical access restrictions associated with changes to the system are enforced. X
CM Access Restrictions for Change L2 CM.L2-3.4.5[e] |[logical access restrictions associated with changes to the system are defined. X
CM Access Restrictions for Change L2 CM.L2-3.4.5][f] logical access restrictions associated with changes to the system are documented. X
CM Access Restrictions for Change L2 CM.L2-3.4.5[g] |[logical access restrictions associated with changes to the system are approved.
CM Access Restrictions for Change L2 CM.L2-3.4.5[h] [logical access restrictions associated with changes to the system are enforced.
Employ the principle of least functionali figuri izational
M e e 12 CM.L2-3.4.6 mploy the prln.C|p e of least u.nctlona |ty .by configuring organizationa
systems to provide only essential capabilities.
. . essential system capabilities are defined based on the principle of least
CM Least Functionality L2 CM.L2-3.4.6[a] ) i X
functionality.
CM Least Functionality L2 CM.L2-3.4.6[b] [the system s configured to provide only the defined essential capabilities. X
M Nonessential Functionality 12 CM.L2-3.4.7 Restrict, disable or.prevent the use of nonessential programs, functions, ports,
protocols and services.
CM Nonessential Functionality L2 CM.L2-3.4.7[a] [essential programs are defined.
CM Nonessential Functionality L2 CM.L2-3.4.7[b] |the use of nonessential programs is defined.
CM Nonessential Functionality L2 CM.L2-3.4.7[c] [the use of nonessential programs is restricted, disabled, or prevented as defined. X
CM Nonessential Functionality L2 CM.L2-3.4.7[d] [essentialfunctions are defined.
CM Nonessential Functionality L2 CM.L2-3.4.7[e] [the use of nonessential functions is defined.
CM Nonessential Functionality L2 CM.L2-3.4.7[f] [the use of nonessential functions is restricted, disabled, or prevented as defined. X
CM Nonessential Functionality L2 CM.L2-3.4.7[g] [essential ports are defined. X
CM Nonessential Functionality L2 CM.L2-3.4.7[h] |the use of nonessential ports is defined. X
CM Nonessential Functionality L2 CM.L2-3.4.7[i] [the use of nonessential ports is restricted, disabled, or prevented as defined. X
CM Nonessential Functionality L2 CM.L2-3.4.7[j] essential protocols are defined. X
CM Nonessential Functionality L2 CM.L2-3.4.7[k] |the use of nonessential protocols is defined. X
CM Nonessential Functionality L2 CM.L2-3.4.7[l] [the use of nonessential protocols is restricted, disabled, or prevented as defined. X
CM Nonessential Functionality L2 CM.L2-3.4.7[m] |essential services are defined.
CM Nonessential Functionality L2 CM.L2-3.4.7[n] [the use of nonessential services is defined.
CM Nonessential Functionality L2 CM.L2-3.4.7[0] |[the use of nonessential services is restricted, disabled, or prevented as defined.
Apply deny-by-exception [blacklisting] policy to prevent the use of
cMm Application Execution Policy L2 CM.L2-3.4.8 unauthorized software or deny-all, permit-by-exception [whitelisting] policy to
allow the execution of authorized software.
a policy specifying whether whitelisting or blacklisting is to be implemented is
CM Application Execution Policy L2 CM.L2-3.4.8[a] policy speciiying g g P X

specified.
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the software allowed to execute under whitelisting or denied use under blacklistin
CM Application Execution Policy L2 CM.L2-3.4.8[b] |. o g g X
is specified.
o ) ) whitelisting to allow the execution of authorized software or blacklisting to prevent
CM Application Execution Policy L2 CM.L2-3.4.8[c] ) . n X
the use of unauthorized software is implemented as specified.
cM User-Installed Software L2 CM.L2-3.4.9 Control and monitor user-installed software.
CM User-Installed Software L2 CM.L2-3.4.9[a] |a policy for controlling the installation of software by users is established.
CM User-Installed Software L2 CM.L2-3.4.9[b] [installation of software by users is controlled based on the established policy.
CM User-Installed Software L2 CM.L2-3.4.9[c] [installation of software by users is monitored.
A Identification 11 IAL1-3.5.1 Ider-ltlfy information system users, processes acting on behalf of users or
devices.
1A Identification L1 IA.L1-3.5.1][a] system users are identified.
1A Identification L1 IA.L1-3.5.1][b] processes acting on behalf of users are identified.
1A Identification L1 IA.L1-3.5.1[c] devices accessing the system are identified.
Authenti ify] the i ities of th b ices,
IA Authentication 11 IA.L1-3.5.2 ut ent.lc.ate [or verl.y] the identities o .t o.se usc.ers procc.esses or devices, as a
prerequisite to allowing access to organizational information systems.
L the identity of each user is authenticated or verified as a prerequisite to system
1A Authentication L1 IA.L1-3.5.2[a] X
access.
the identity of each process acting on behalf of a user is authenticated or verified as
IA |Authentication L1 IA.L1-3.5.2[b] v P g X
a prerequisite to system access.
the identity of each device accessing or connecting to the system is authenticated
IA |Authentication L1 IA.L1-3.5.2[c] entity ° g g y X
or verified as a prerequisite to system access.
Iti-f hentication for local k ivil
IA Multifactor Authentication 12 IA.L2-3.5.3 Use multi-factor authentication for loca ar.\d. network access to privileged
accounts and for network access to non-privileged accounts.
1A Multifactor Authentication L2 IA.L2-3.5.3[a] privileged accounts are identified. X
1A Multifactor Authentication L2 IA.L2-3.5.3[b] multifactor authentication is implemented for local access to privileged accounts. X
) L multifactor authentication is implemented for network access to privileged
1A Multifactor Authentication L2 IA.L2-3.5.3[c] X
accounts.
multifactor authentication is implemented for network access to non-privileged
IA |Multifactor Authentication L2 IA.L2-3.5.3[d] P privitee X
accounts.
A Replay-Resistant Authentication 12 IA.L2-3.5.4 En.u?loy replay-resista.nf authentication mechanisms for network access to
privileged and non-privileged accounts.
) L replay-resistant authentication mechanisms are implemented for network account
1A Replay-Resistant Authentication L2 IA.L2-3.5.4 . . X
access to privileged and non-privileged accounts.
1A Identifier Reuse L2 IA.L2-3.5.5 |IA.L2-3.5.5 Prevent the reuse of identifiers for a defined period.
1A Identifier Reuse L2 IA.L2-3.5.5[a] a period within which identifiers cannot be reused is defined.
1A Identifier Reuse L2 IA.L2-3.5.5[b] reuse of identifiers is prevented within the defined period.
1A Identifier Handling L2 IA.L2-3.5.6 Disable identifiers after a defined period of inactivity.
1A Identifier Handling L2 IA.L2-3.5.6[a] a period of inactivity after which an identifier is disabled is defined.
1A Identifier Handling L2 IA.L2-3.5.6[b] identifiers are disabled after the defined period of inactivity.
IA Password Complexity 12 IAL2-3.5.7 Enforce a minimum password complexity and change of characters when new
passwords are created.
1A Password Complexity L2 IA.L2-3.5.7[a] password complexity requirements are defined.
1A Password Complexity L2 IA.L2-3.5.7[b] password change of character requirements are defined.
minimum password complexity requirements as defined are enforced when new
1A Password Complexity L2 IA.L2-3.5.7[c] P P yred X
passwords are created.
) minimum password change of character requirements as defined are enforced
1A Password Complexity L2 IA.L2-3.5.7[d] X
when new passwords are created.
1A Password Reuse L2 IA.L2-3.5.8 Prohibit password reuse for a specified number of generations.
1A Password Reuse L2 IA.L2-3.5.8[a] the number of generations during which a password cannot be reused is specified. X
1A Password Reuse L2 IA.L2-3.5.8[b] reuse of passwords is prohibited during the specified number of generations. X
A Temporary Passwords 12 IAL2-3.5.9 Allow temporary password use for system logons with an immediate change
to a permanent password.
animmediate change to a permanent password is required when a temporary .
1A Temporary Passwords L2 IA.L2-3.5.9 ) X X User must change the system provided password
password is used for system logon.
1A Cryptographically-Protected Passwords |L2 1A.L2-3.5.10 Store and transmit only cryptographically- protected passwords.
1A Cryptographically-Protected Passwords L2 IA.L2-3.5.10[a] |passwords are cryptographically protected in storage.
1A Cryptographically-Protected Passwords L2 IA.L2-3.5.10[b] |passwords are cryptographically protected in transit.
1A Obscure Feedback L2 IA.L2-3.5.11 Obscure feedback of authentication information.
1A Obscure Feedback L2 IA.L2-3.5.11 authentication information is obscured during the authentication process. X
Establish an operational incident-handling capability for organizational
IR Incident Handling L2 IR.L2-3.6.1 systems that includes preparation, detection, analysis, containment, recovery
and user response activities.
IR Incident Handling L2 IR.L2-3.6.1[a] an operationalincident-handling capability is established. X
IR Incident Handling L2 IR.L2-3.6.1[b] the operationalincident-handling capability includes preparation. X
IR Incident Handling L2 IR.L2-3.6.1[c] the operational incident-handling capability includes detection. X
IR Incident Handling L2 IR.L2-3.6.1[d] the operational incident-handling capability includes analysis. X
IR Incident Handling L2 IR.L2-3.6.1[€e] the operational incident-handling capability includes containment. X
IR Incident Handling L2 IR.L2-3.6.1][f] the operational incident-handling capability includes recovery. X
IR Incident Handling L2 IR.L2-3.6.1[g] the operational incident-handling capability includes user response activities. X
in the event that incidents are brought to the attention of
. . Track, document and report incidents to designated officials and/or authorities , ] g
IR Incident Reporting L2 IR.L2-3.6.2 . .. OSC's user community they must be reported to ITG for
both internal and external to the organization. ]
furtherin
IR Incident Reporting L2 IR.L2-3.6.2[a] incidents are tracked.
IR Incident Reporting L2 IR.L2-3.6.2[b] incidents are documented.
IR Incident Reporting L2 IR.L2-3.6.2[C] authorities to whom incidents are to be reported are identified.
OSC will have to provide an organizational chart of
IR Incident Reporting L2 IR.L2-3.6.2[d] organizational officials to whom incidents are to be reported are identified. X P g
CMMC related of.
IR Incident Reporting L2 IR.L2-3.6.2[¢e] identified authorities are notified of incidents.
IR Incident Reporting L2 IR.L2-3.6.2[f] identified organizational officials are notified of incidents.
IR Incident Response Testing L2 IR.L2-3.6.3 Test the organizational incident response capability.
Determine if, for an organizational system that processes, stores, or transmits CUI, i
IR Incident Response Testing L2 IR.L2-3.6.3 . g . y P X X desktop ex. Will be performed by OCS and ITG
the incident response capability is tested.
MA Perform Maintenance L2 MA.L2-3.7.1 Perform maintenance on organizational systems.
MA Perform Maintenance L2 MA.L2-3.7.1 system maintenance is performed. X
MA System Maintenance Control 12 MA.L2-3.7.2 Provide controls on.the tools, techniques, mechanisms and personnel used to
conduct system maintenance.
MA System Maintenance Control L2 MA.L2-3.7.2[a] |tools used to conduct system maintenance are controlled. X
MA System Maintenance Control L2 MA.L2-3.7.2[b] |techniques used to conduct system maintenance are controlled. X
MA System Maintenance Control L2 MA.L2-3.7.2[c] |mechanisms used to conduct system maintenance are controlled. X
MA System Maintenance Control L2 MA.L2-3.7.2[d] |personnelused to conduct system maintenance are controlled. X
MA Equipment Sanitization L2 MA.L2-3.7.3 Ensure equipment removed for off-site maintenance is sanitized of any CUI.
equipment to be removed from organizational spaces for off-site maintenance is
MA  |Equipment Sanitization L2 MA.L2-3.7.3 adip g P X
sanitized of any CUI.
heck : T : : T P lici
MA Media Inspection 12 MA.L2-3.7.4 Check media containing diagnostic and Test programs for malicious code

before the media are used in organizational systems.
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media containing diagnostic and Test programs are checked for malicious code
MA  |Media Inspection L2 MA.L2-3.7.4 ntaining dlagnostic al prog , X
before being used in organizational systems that process, store, or transmit CUI.
Require multifactor authentication to establish nonlocal maintenance sessions
MA Nonlocal Maintenance L2 MA.L2-3.7.5 via external network connections and terminate such connections when
nonlocal maintenance is complete.
multifactor authentication is used to establish nonlocal maintenance sessions via
MA Nonlocal Maintenance L2 MA.L2-3.7.5[a] ) X
external network connections.
) nonlocal maintenance sessions established via external network connections are
MA Nonlocal Maintenance L2 MA.L2-3.7.5[b] ) ) . X
terminated when nonlocal maintenance is complete.
MA Maintenance Personnel 12 MA.L2-3.7.6 Superv.lse ?he maintenance activities of personnel without required access
authorization.
Determine if maintenance personnel without required access authorization are
MA Maintenance Personnel L2 MA.L2-3.7.6 rrrvn ! '|n ) 'n per n. YV_I utrequir Hthorization ar X
supervised during maintenance activities.
P .., physicall | | i ini
MP Media Protection 12 MP.L2-3.8.1 rotect [e.g., physically co.ntro and securely sto.rc?] system media containing
Federal Contract Information, both paper and digital.
MP Media Protection L2 MP.L2-3.8.1[a] |paper media containing CUl is physically controlled. n/a
MP Media Protection L2 MP.L2-3.8.1[b] |digital media containing CUIl is physically controlled. X
MP Media Protection L2 MP.L2-3.8.1[c] |paper media containing CUlis securely stored. n/a
MP Media Protection L2 MP.L2-3.8.1[d] |digital media containing CUl is securely stored. X
MP Media Access L2 MP.L2-3.8.2 Limit access to CUI on system media to authorized users.
MP Media Access L2 MP.L2-3.8.2 access to CUl on system media is limited to authorized users. X
MP Media Disposal 1 MP.L1-3.8.3 Sanitize c.>r destroy inform:.:\tion system media containing Federal Contract
Information [FCI] before disposal or release for reuse.
MP Media Disposal L1 MP.L1-3.8.3[a] |system media containing CUl is sanitized or destroyed before disposal.
MP Media Disposal L1 MP.L1-3.8.3[b] |system media containing CUl is sanitized before it is released for reuse.
MP Media Markings L2 MP.L2-3.8.4 Mark media with necessary CUI markings and distribution limitations.
MP Media Markings L2 MP.L2-3.8.4[a] |media containing CUlis marked with applicable CUI markings.
MP Media Markings L2 MP.L2-3.8.4[b] [media containing CUl is marked with distribution limitations.
MP Media Accountability 12 MP.L2-3.8.5 Con.trol access to me(EIia containing CUI and maintain accountability for media
during transport outside of controlled areas.
MP Media Accountability L2 MP.L2-3.8.5[a] |accessto media containing CUI is controlled. X
accountability for media containing CUl is maintained during transport outside of
MP  |Media Accountability L2 MP.L2-3.8.5[b] y g glransp X
controlled areas.
Implement cryptographic mechanisms to protect the confidentiality of CUI
MP Portable Storage Encryption L2 MP.L2-3.8.6 stored on digital media during transport unless otherwise protected by
alternative physical safeguards.
the confidentiality of CUI stored on digital media is protected during transport usin
MP Portable Storage Encryption L2 MP.L2-3.8.6 ) y . g' ) P g P g X
cryptographic mechanisms or alternative physical safeguards.
MP Removeable Media L2 MP.L2-3.8.7 Control the use of removable media on system components.
MP Removeable Media L2 MP.L2-3.8.7 the use of removable media on system components is controlled. X
Prohibit th f | i h h icesh
MP Shared Media 12 MP.L2-3.8.8 ; ro |.b!t the use of portable storage devices when such devices have no
identifiable owner.
MP Shared Media L2 MP.L2-3.8.8 tthe u§§ of portable storage devices is prohibited when such devices have no X
identifiable owner.
MP Protect Backups L2 MP.L2-3.8.9 Protect the confidentiality of backup CUI at storage locations.
MP Protect Backups L2 MP.L2-3.8.9 the confidentiality of backup CUI is protected at storage locations. X
individuals ori horizi i7ational
PS Screen Individuals 12 PS.12-3.9.1 Screer.r |.nd|V|dua s prior to authorizing access to organizational systems
containing CUI.
individuals are screened prior to authorizing access to organizational systems
PS Screen Individuals L2 PS.L2-3.9.1 . P g & y X X OSC CUl users will have to be vetted for MBI
containing CUI.
E that izati | t taining CUI tected duri d
PS  |Personnel Actions L2 PS.L2-3.9.2 s e Bt ITG will provide related policies, 0SC will implement
after personnel actions such as terminations and transfers.
a policy and/or process for terminating system access and any credentials
PS Personnel Actions L2 PS.L2-3.9.2[a] p ) y ) P . ) gsy ) y X X
coincident with personnel actions is established.
) system access and credentials are terminated consistent with personnel actions
PS Personnel Actions L2 PS.L2-3.9.2[b] L X X
such as termination or transfer.
PS Personnel Actions L2 PS.L2-3.9.2[c] the system is protected during and after personnel transfer actions. X X
Limit phvsical i7ational inf : i :
PE Limit Physical Access 11 PE.L1-3.10.1 imit p ysn:'a access t.o orgafnzatlona in ormatu?n sy:stefn.s equipment and
the respective operating environments to authorized individuals.
PE Limit Physical Access L1 PE.L1-3.10.1[a] |authorized individuals allowed physical access are identified. X
PE Limit Physical Access L1 PE.L1-3.10.1[b] |physical access to organizational systems is limited to authorized individuals. X
PE Limit Physical Access L1 PE.L1-3.10.1[c] |physical access to equipmentis limited to authorized individuals. X
PE Limit Physical Access L1 PE.L1-3.10.1[d] |physical access to operating environments is limited to authorized individuals. X
PE Monitor Facility 12 PE.L2-3.10.2 Protet-:t ar:ld monitor the physical facility and support infrastructure for
organizational systems.
PE Monitor Facility L2 PE.L2-3.10.2[a] |the physical facility where organizational systems reside is protected. X
PE Monitor Facility L2 PE.L2-3.10.2[b] [the supportinfrastructure for organizational systems is protected. X
PE Monitor Facility L2 PE.L2-3.10.2[c] |the physicalfacility where organizational systems reside is monitored. X
PE Monitor Facility L2 PE.L2-3.10.2[d] [the supportinfrastructure for organizational systems is monitored. X
PE Escort Visitors L1 PE.L1-3.10.3 Escort visitors and monitor visitor activity.
PE Escort Visitors L1 PE.L1-3.10.3[a] |visitors are escorted.
PE Escort Visitors L1 PE.L1-3.10.3[b] |visitor activity is monitored.
PE Physical Access Logs L1 PE.L1-3.10.4 Maintain audit logs of physical access.
PE Physical Access Logs L1 PE.L1-3.10.4[a] |auditlogs of physical access are maintained. X
PE Manage Physical Access L1 PE.L1-3.10.5 Control and manage physical access devices.
PE Manage Physical Access L1 PE.L1-3.10.5[a] |physicalaccess devices are identified.
PE Manage Physical Access L1 PE.L1-3.10.5[b] |physical access devices are controlled.
PE Manage Physical Access L1 PE.L1-3.10.5[c] |physical access devices are managed.
PE Alternative Work Sites L2 PE.L2-3.10.6 Enforce safeguarding measures for CUI at alternate work sites.
PE Alternative Work Sites L2 PE.L2-3.10.6[a] [safeguarding measures for CUl are defined for alternate work sites.
PE Alternative Work Sites L2 PE.L2-3.10.6[b] [safeguarding measures for CUl are enforced for alternate work sites.
Periodically assess the risk to organizational operations [including mission,
£ . . . izational individual Iti
RA Risk Assessments 12 RAL2-3.11.1 unctions, |mage: or reputatl?n],.organlzatlona assets and |r!d|V|dua S, res.u ting
from the operation of organizational systems and the associated processing,
storage or transmission of CUI.
the frequency to assess risk to organizational operations, organizational assets,
RA Risk Assessments L2 RA.L2-3.11.1[a] ) q' . y i ) g P g X
and individuals is defined.
risk to organizational operations, organizational assets, and individuals resulting
RA Risk Assessments L2 RA.L2-3.11.1[b] [from the operation of an organizational system that processes, stores, or transmits X X ITG and OSC will assess risk on a schecheduled freq.
CUIlis assessed with the defined frequency.
Scan for vulnerabilities in organizational systems and applications periodically
RA Vulnerability Scan L2 RA.L2-3.11.2 and when new vulnerabilities affecting those systems and applications are
identified.
the frequency to scan for vulnerabilities in organizational systems and applications
RA  |Vulnerability Scan L2 RAL2-3.11.2[a] | cauency g y PP X
is defined.
- vulnerability scans are performed on organizational systems with the defined
RA Vulnerability Scan L2 RA.L2-3.11.2[b] X
frequency.
RA Vulnerability Scan L2 RA.L2-3.11.2[c] |vulnerability scans are performed on applications with the defined frequency. X




Integration
i I G Technologies Shared Responsibility Matrix
Group
Domain Name Level [Control Objective Assessment Objectives ITG 0oSsC Description
vulnerability scans are performed on organizational systems when new
RA  |Vulnerability Scan L2 RA.L2-3.11.2[d] Iy scans are pe g y X
vulnerabilities are identified.
. vulnerability scans are performed on applications when new vulnerabilities are
RA Vulnerability Scan L2 RA.L2-3.11.2[e] |. . X
identified.
RA Vulnerability Remediation L2 RA.L2-3.11.3 Remediate vulnerabilities in accordance with risk assessments.
RA Vulnerability Remediation L2 RA.L2-3.11.3[a] |vulnerabilities are identified.
RA Vulnerability Remediation L2 RA.L2-3.11.3[b] [vulnerabilities are remediated in accordance with risk assessments.
CA Security Control Assessment 12 CAL2-3.12.1 'Periodically assess the sc::cut:ity co.ntrols.in o-rganizational systems to determine
if the controls are effective in their application.
CA Security Control Assessment L2 CA.L2-3.12.1[a] [the frequency of security control assessments is defined. X
) security controls are assessed with the defined frequency to determine if the .
CA Security Control Assessment L2 CA.L2-3.12.1]b] . ) . X X ITG and OCS will conduct assessment
controls are effective in their application.
A Plan of Action 12 CAL2-3.12.2 De\{e.lop 'fmd implement plan-s c?f action [e.g., POA&M] desig.ned. to correct
deficiencies and reduce or eliminate vulnerabilities in organizational systems.
CA Plan of Action L2 CA.L2-3.12.2[a] [deficiencies and vulnerabilities to be addressed by the plan of action are identified. X
aplan of action is developed to correct identified deficiencies and reduce or
CA  |Planof Action L2 CAL2-3.12.2[p] | Panoractiont pedro X
eliminate identified vulnerabilities.
. the plan of action is implemented to correct identified deficiencies and reduce or
CA Plan of Action L2 CA.L2-3.12.2[c] . ) o _ X
eliminate identified vulnerabilities.
CA Security Control Monitoring 12 CA.L2- Monit.or security controls on an ongoing basis to ensure the continued
3.12.3 effectiveness of the controls.
Determine if security controls are monitored on an ongoing basis to ensure the
CA Security Control Monitoring L2 CA.L2-3.12.3 ) ) Y going X
continued effectiveness of those controls.
Develop, document and periodically update System Security Plans [SSPs] that
A System Security Plan 12 CA.L2-3.12.4 descn.'ibe system bf)undaries, system enviromtnents. of o;‘)eration, how.security
requirements are implemented and the relationships with or connections to
other systems.
CA System Security Plan L2 CA.L2-3.12.4[a] [a system security planis developed.
CA System Security Plan L2 CA.L2-3.12.4[b] |the system boundary is described and documented in the system security plan.
the system environment of operation is described and documented in the system
CA System Security Plan L2 CA.L2-3.12.4|c] y P y X
security plan.
the security requirements identified and approved by the designated authority as
CA System Security Plan L2 CA.L2-3.12.4[d] . y e . . PP y & y X
non-applicable are identified.
the method of security requirement implementation is described and documented
CA  |System Security Plan L2 CA.L2-3.12.4[¢] | yred P X
in the system security plan.
the relationship with or connection to other systems is described and documented
CA  |System Security Plan L2 CAL2-3.12.4[f] |. pWIT y X
in the system security plan.
CA System Security Plan L2 CA.L2-3.12.4[g] [the frequency to update the system security plan is defined.
CA System Security Plan L2 CA.L2-3.12.4[h] [system security plan is updated with the defined frequency.
Monitor, control and protect organizational communications [e.g., information
SC Boundary Protection L1 SC.L1-3.13.1 transmitted or received by organizational information systems] at the external
boundaries and key internal boundaries of the information systems.
SC Boundary Protection L1 SC.L1-3.13.1[a] [the external system boundary is defined. X
SC Boundary Protection L1 SC.L1-3.13.1[b] [key internal system boundaries are defined. X
SC Boundary Protection L1 SC.L1-3.13.1[c] [communications are monitored at the external system boundary. X
SC Boundary Protection L1 SC.L1-3.13.1[d] [communications are monitored at key internal boundaries. X
SC Boundary Protection L1 SC.L1-3.13.1[e] [communications are controlled at the external system boundary. X
SC Boundary Protection L1 SC.L1-3.13.1[f] [communications are controlled at key internal boundaries. X
SC Boundary Protection L1 SC.L1-3.13.1[g] [communications are protected at the external system boundary. X
SC Boundary Protection L1 SC.L1-3.13.1[h] [communications are protected at key internal boundaries. X
Employ architectural designs, software development techniques and systems
SC Security Engineering L2 SC.L2-3.13.2 engineering principles that promote effective information security within
organizational systems.
SC Security Engineering L2 SC.L2-3.13.2[a] [architectural designs that promote effective information security are identified. X
software development techniques that promote effective information security are
SC  |Security Engineering L2 SC.L2-3.13.2b] [T P q P y X
identified.
systems engineering principles that promote effective information security are
SC  |Security Engineering L2 SC.L2-3.13.2[c] |/Semsene gprincip P y X
identified.
identified architectural designs that promote effective information security are
SC Security Engineering L2 SC.L2-3.13.2[d] g P y X
employed.
identified software development techniques that promote effective information
SC Security Engineering L2 SC.L2-3.13.2[¢] ) P a P X
security are employed.
identified systems engineering principles that promote effective information
SC  |Security Engineering L2 SC.L2-3.13.2[f] neasy g gprincip P X
security are employed.
SC Role Separation L2 SC.L2-3.13.3 Separate user functionality from system management functionality.
SC Role Separation L2 SC.L2-3.13.3[a] [|userfunctionality is identified.
SC Role Separation L2 SC.L2-3.13.3[b] [system management functionality is identified.
SC Role Separation L2 SC.L2-3.13.3[c] [|userfunctionality is separated from system management functionality.
P t thori intended inf tiont f ia sh t
sc Shared Resource Control 12 SC.12-3.13.4 revent unauthorized and unintended information transfer via shared system
resources.
unauthorized and unintended information transfer via shared system resources is
SC Shared Resource Control L2 SC.L2-3.13.4 y X X ITG will provide training
prevented.
sc Public-Access System Separation 11 SC.L1-3.13.5 Implc.ement subn.etworks for publicly af:cessible system components that are
physically or logically separated from internal networks.
SC Public-Access System Separation L1 SC.L1-3.13.5[a] [publicly accessible system components are identified. X
subnetworks for publicly accessible system components are physically or logicall
SC Public-Access System Separation L1 SC.L1-3.13.5[b] 'p Y y P phy Y g y X
separated from internal networks.
D twork ications traffic by default and all twork
SC Network Communication by Exception |L2 SC.L2-3.13.6 eny ne .wor: commu.mca 1ons r'a ic Dy detauit anda o.w networ .
communications traffic by exception [e.g., deny all, permit by exception].
SC Network Communication by Exception L2 SC.L2-3.13.6[a] [network communications traffic is denied by default.
SC Network Communication by Exception L2 SC.L2-3.13.6[b] [network communications traffic is allowed by exception.
Prevent remote devices from simultaneously establishing non-remote
SC Split Tunneling L2 SC.L2-3.13.7 connections with organizational systems and communicating via some other
connection to resources in external networks [e.g., split tunneling].
remote devices are prevented from simultaneously establishing non-remote
SC Split Tunneling L2 SC.L2-3.13.7 connections with the system and communicating via some other connection to X
resources in external networks (i.e., split tunneling).
Implement cryptographic mechanisms to prevent unauthorized disclosure of
SC Data in Transit L2 SC.L2-3.13.8 CUI during transmission unless otherwise protected by alternative physical
safeguards.
cryptographic mechanisms intended to prevent unauthorized disclosure of CUl are
sC  |DatainTransit L2 SC.L2-3.13.8[a] |C/Pio8™aP P X
identified.
alternative physical safeguards intended to prevent unauthorized disclosure of CUI
SC  |DatainTransit L2 SC.L2-3.13.8p] |0 o aHVEPhY g P X
are identified.
either cryptographic mechanisms or alternative physical safeguards are
SC  |DatainTransit L2 SC.L2-3.13.8[c] yptograp Py g X

implemented to prevent unauthorized disclosure of CUI during transmission.
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sc Connections Termination 12 SC.12-3.13.9 Terminate networlf connections asso.aated V\.Ilth cornmu.m.catlons sessions at
the end of the sessions or after a defined period of inactivity.
) L a period of inactivity to terminate network connections associated with
SC Connections Termination L2 SC.L2-3.13.9[a] o ) . i X
communications sessions is defined.
, L network connections associated with communications sessions are terminated at
SC Connections Termination L2 SC.L2-3.13.9[b] ) X
the end of the sessions.
network connections associated with communications sessions are terminated
SC Connections Termination L2 SC.L2-3.13.9[c] . . . - X
after the defined period of inactivity.
sc Key Management 12 SC.12-3.13.10 Establ.ish .and manage cryptographic keys for cryptography employed in
organizational systems.
SC Key Management L2 SC.L2-3.13.10[a] |cryptographic keys are established whenever cryptography is employed.
SC Key Management L2 SC.L2-3.13.10[b] [cryptographic keys are managed whenever cryptography is employed.
sc CUI Encryption 12 SC.12-3.13.11 Employ FIPS-validated cryptography when used to protect the confidentiality
of CUL.
SC CUI Encryption L2 SC.L2-3.13.11 FIPS-validated cryptography is employed to protect the confidentiality of CUI. X
Prohibit t tivati f coll ti ti i id
sc Collaborative Device Control 12 SC.12-3.13.12 : ro- |b|. remote a.uc |v.a ion of collaborative compu mg.devnces and provide
indication of devices in use to users present at the device.
SC Collaborative Device Control L2 SC.L2-3.13.12[a] [collaborative computing devices are identified.
SC Collaborative Device Control L2 SC.L2-3.13.12[b] [collaborative computing devices provide indication to users of devices in use.
SC Collaborative Device Control L2 SC.L2-3.13.12[c] [remote activation of collaborative computing devices is prohibited.
SC Mobile Code L2 SC.L2-3.13.13 Control and monitor the use of mobile code.
SC Mobile Code L2 SC.L2-3.13.13[a] [use of mobile code is controlled.
SC Mobile Code L2 SC.L2-3.13.13[b] [use of mobile code is monitored.
Control and itor th f Voi Int t Protocol (VolP
SC Voice over Internet Protocol L2 SC.L2-3.13.14 ontro an. monitor the use of Voice over Internet Protocol (VolP)
technologies.
SC Voice over Internet Protocol L2 SC.L2-3.13.14[a] [use of Voice over Internet Protocol (VolP) technologies is controlled.
SC Voice over Internet Protocol L2 SC.L2-3.13.14[b] |use of Voice over Internet Protocol (VolP) technologies is monitored.
SC Communications Authenticity L2 SC.L2-3.13.15 Protect the authenticity of communications sessions.
SC Communications Authenticity L2 SC.L2-3.13.15 [the authenticity of communications sessions is protected. X
SC Data at Rest L2 SC.L2-3.13.16 Protect the confidentiality of CUI at rest.
SC Data at Rest L2 SC.L2-3.13.16  [the confidentiality of CUl at rest is protected. X
Sl Flaw Remediation 11 S1.L1-3.14.1 It.ientlfy, report and correct information and information system flaws in a
timely manner.
Sl Flaw Remediation L1 SI.L1-3.14.1[a] [thetime within which to identify system flaws is specified. X
Sl Flaw Remediation L1 SI.L1-3.14.1[b] [system flaws are identified within the specified time frame. X
Sl Flaw Remediation L1 SI.L1-3.14.1[c] [thetime within which to report system flaws is specified. X
SI Flaw Remediation L1 SI.L1-3.14.1[d] [system flaws are reported within the specified time frame. X
Si Flaw Remediation L1 SI.L1-3.14.1[e] [the time within which to correct system flaws is specified. X
Sl Flaw Remediation L1 SI.L1-3.14.1[f] system flaws are corrected within the specified time frame. X
Sl Malicious Code Protection 11 S1.L1-3.14.2 Provit?e p.rotect.ion from. malicious code at appropriate locations within
organizational information systems.
SI Malicious Code Protection L1 SI.L1-3.14.2[a] [|designated locations for malicious code protection are identified.
Sl Malicious Code Protection L1 SI.L1-3.14.2[b] [protection from malicious code at designated locations is provided.
| Security Alerts & Advisories L2 SI1.L2-3.14.3 Monitor system security alerts and advisories and take action in response.
SI Security Alerts & Advisories L2 SI.L2-3.14.3[a] [response actions to system security alerts and advisories are identified.
Sl Security Alerts & Advisories L2 SI.L2-3.14.3[b] [system security alerts and advisories are monitored.
Sl Security Alerts & Advisories L2 SI.L2-3.14.3[c] [|actionsinresponse to system security alerts and advisories are taken.
Update malicious code protection mechanisms when new releases are
| Update Malicious Code Protection L1 SI.L1-3.14.4 P ) iciou P : I W W
available.
. ) Determine if malicious code protection mechanisms are updated when new
SI Update Malicious Code Protection L1 SI.L1-3.14.4 ) X
releases are available.
Sl System & File Scanning 1 S1.11-3.14.5 Perform periodic scans of .the information system and real-time scans of files
from external sources as files are downloaded, opened or executed.
Sl System & File Scanning L1 SI.L1-3.14.5[a] [thefrequency for malicious code scans is defined.
SI System & File Scanning L1 SI.L1-3.14.5[b] [malicious code scans are performed with the defined frequency.
real-time malicious code scans of files from external sources as files are
SI System & File Scanning L1 SI.L1-3.14.5[c] X
downloaded, opened, or executed are performed.
Moni 7ational AT
SI Monitor Communications for Attacks L2 SI.L2-3.14.6 onitor f)rg?mzatlona.l systems, including mbc.)un.d and outbound .
communications traffic, to detect attacks and indicators of potential attacks.
Si Monitor Communications for Attacks L2 SI.L2-3.14.6[a] [the system is monitored to detect attacks and indicators of potential attacks. X
inbound communications traffic is monitored to detect attacks and indicators of
SI Monitor Communications for Attacks L2 SI.L2-3.14.6[b] ) X
potential attacks.
) L outbound communications traffic is monitored to detect attacks and indicators of
Sl Monitor Communications for Attacks L2 Sl1.L2-3.14.6[c] i X
potential attacks.
| Identify Unauthorized Use L2 SI.L2-3.14.7 Identify unauthorized use of organizational systems.
SI Identify Unauthorized Use L2 SI.L2-3.14.7[a] |authorized use of the system is defined.
SI Identify Unauthorized Use L2 SI.L2-3.14.7[b] |unauthorized use of the systemis identified.
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